COMPUTER SECURITY BULLETIN
Risk/Impact Rating: SERIOUS

< SPORA >
CSB17-013
Description:
Spora is written in C and is packed using the
UPX executable packer. It doesn’t rename files it
encrypts.
It can cause problems for the solutions that are
designed to protect against the ransomware.
Features:
 Solid encryption routine
 Ability to work offline
 A very well put together ransom payment site
Spora offers several packages such as victim can choose only to recover encrypted
data or opt for recovering data and gain immunity from future ransomware attacks.
Currently, the Spora ransomware only targets Russian users and is distributed via
spam emails that pretend to be invoices. These emails come with attachments in the
form of ZIP files that contain HTA files.
These HTA (HTML Application) files use a double extension, as PDF.HTA or
DOC.HTA. On Windows computers where the file extension is hidden, users will see
only the first extension and might be tricked into opening the file. Launching any of
these files starts the Spora ransomware process.

Recommendations / Solutions / How To’s:
For PNP Personnel
 Regular Data Back-up;
 Use strong passwords;

 Don’t open attachments or click on links unless you’re certain they’re safe;
 Keep your software up-to-date;
 Maintain up-to-date anti-virus software, and scan all software downloaded from
the internet prior to executing;
 Use a reputable security suite;
 Do not follow unsolicited Web links in emails;
 Show hidden file extensions;
 Disconnect from WiFi or unplug from the network immediately.
For Key officers and Technical Staff
 Restrict users’ ability (permissions) to install and run unwanted software
applications;
 Avoid enabling macros from email attachments;
 Filter EXEs in email;
 Disable files running from AppData/LocalAppData folders and RDP (Remote
Desktop Protocol);
 Check to see if a decryptor is available;
 Use system Restore to get back to a known-clean state;
 Set the BIOS clock back;
 Enable and properly configure Firewall;
 Secure web browser; and
 Disable macros in Office documents.
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